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ABSTRACT: The monitoring of employees is an issue closely related to the right to
privacy, protection of personal data, and dignity. The development of modern technol-
ogy has brought many benefits, but also risks — to which special attention should be
paid, especially with the installation of video surveillance systems. The data collected
during video surveillance is usually images relating to an identified person, or a person
who can be identified - directly or indirectly - to monitor behaviour. As video monitoring
spreads, people’s freedom of movement and behaviour, and their privacy, are therefore
reduced. Video surveillance is used for various purposes, but mostly for security - where
guarantees must be taken to avoid any misuse for completely different and individual
purposes (e.g. for marketing; to monitor the work of employees, etc.). This paper provides
an analysis of the rules and regulations in Macedonian legislation. Special attention is
paid to the procedure and circumstances under which it is possible to install permanent
video surveillance to control work activity.
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1.
Introduction

In our increasingly digitised and interconnected world, the intersection of modern
technology and the right to privacy has become a matter of concern. The rapid devel-
opment of advanced technologies has ushered in a new era of convenience, efficiency,
and security - but it has also raised crucial questions regarding the protection of
personal data and individual dignity. One significant concern in this scenario is the
intricate matter of employee monitoring. Thisissue revolves around a delicate balance
between the necessity of maintaining workplace security and the fundamental rights
of individuals regarding privacy, personal data protection, and human dignity.
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One aspect of this challenge involves the use of video surveillance systems. These
systems have become pervasive in various environments, offering valuable tools for
security and asset protection. However, with this increasing prevalence comes the
potential for encroachment upon the individual rights of those being observed. The
data captured through video surveillance invariably comprises images of identi-
fied individuals - or those who can be indirectly or directly identified - providing a
comprehensive record of their actions and behaviour. As these surveillance systems
expand theirreach, thereis a corresponding reduction in the privacy and freedom of
movement of those under their surveillance.

Video surveillance is used for a variety of purposes, but mostly for security,
where guarantees must be taken to avoid any misuse for completely different and
for individual purposes (e.g., for marketing; to monitor the efficiency of employees’
performance, etc.). As such, it is imperative to establish clear legal guidelines and
regulations to safeguard the rights and freedoms of individuals, while upholding the
legitimate objectives of surveillance.

This paper embarks on an in-depth examination of the rules and regulations
within North Macedonian legislation. It delves into the specificities of the procedure,
and the circumstances under which the installation of permanent video surveillance
systems is permissible. This paper aims to clarify the complex legal system that
governs the intersection of technology and individual rights, with a specific emphasis
on the legal framework in Macedonia.

In the following, the paper will delve into the complexities of video surveillance,
examining the challenges of balancing security with personal privacy; it will assess
the existing legal safeguards and their effectiveness in achieving a fair equilibrium.
Ultimately, this paper aims to contribute to the ongoing discourse on surveillance,
privacy, and the protection of personal data - offering insights into how North
Macedonian legislation addresses the challenges and complexities posed by video
surveillance.

2.
The Legal Framework of the Right to Privacy

One of the most important aspects of moral integrity is a person’s privacy, and it is
therefore necessary to enjoy legal protection. Hence, the right to privacy is one of the
most basic human rights, among a wider group of civil-political rights.

However, modern understandings of privacy were only formed after World
War I1.! In 1947 the United Nations (UN) created the Human Rights Commission

1 Neuwirth,2007,p.1.
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and prepared the Universal Declaration of Human Rights (UDHR),2 which has a
fundamental significance in building legal frameworks in the field of human rights
and freedoms. This declaration, accepted on December 10, 1948, by the UN General
Assembly, became the first universal legal document of worldwide significance that
deals exclusively with human rights and freedoms. The right to privacy is enshrined
asone of the 30 articles of the declaration, with Article 12 emphasising: “No one shall
be subjected to arbitrary interference with his privacy, family, home, or correspon-
dence, nor to attacks upon his honour and reputation. Everyone has the right to the
protection of the law against such interference or attacks.”

The right to privacy in the International Covenant on Civil and Political Rights? of
1966 is based on the principle of the UDHR and refers to the right of every person to
be protected from arbitrary and unlawful interference with his private life, family,
home, or correspondence.* In addition, if the person believes that his right to privacy
has been violated, he has the right to legal protection and can turn to the competent
judicial authorities for the determination of damages and the protection of his rights.

The European Convention for the Protection of Human Rights®is also animportant
international document in which the right to privacy can find its foundations. The
European Convention - one of the most important international agreements for the
protection of human rights in Europe - has been accepted by the Council of Europe
and aims to protect and ensure the fundamental rights and freedoms of the signatory
states.® The protection of privacy is declared in Article 8 of this convention and reads:

“Everyone has the right to respect for his private and family life, his home
and his correspondence. There shall be no interference by a public author-
ity with the exercise of this right except such as is in accordance with the
law and is necessary for a democratic society in the interests of national
security, public safety, or the economic well-being of the country, for the
prevention of disorder or crime, for the protection of health or morals, or
forthe protection of the rights and freedoms of others.”

2 The Universal Declaration of Human Rights was adopted and published in Resolution 217 A(III),
of December 10,1948, by the United Nations General Assembly.

3 International Covenant on Civil and Political Rights was adopted and open for signature and
ratification or accession by resolution of UN General Assembly 2200 A(XXI) of December 16,
1966. Entered into force on the 23rd. March 1976.

4 Article 17 International Covenant on Civil and Political Rights.

5 Convention for the Protection of Human Rights and Fundamental Freedoms. Rome, 4.X1.1950.

6 Under the strong influence of the Universal Declaration of Human Rights Council of Europe
in 1950 (on November 4 in Rome) adopted a Convention for the Protection of Human and Fun-
damental Rights Freedoms. The convention is the first and basic document of The Council of
Europe for the Protection of Human Rights and Freedoms.
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The primary purpose of Article 8 is to protect against arbitrary interferences with
private and family life, home, and correspondence.” However, member states also
have positive obligations to ensure that Article 8 rights are respected even between
private parties. These obligations may involve the adoption of measures designed to
secure respect for private life even in the sphere of the relations of individuals them-
selves. The right to privacy can only be limited on the basis of a legitimate purpose.
Article 8 paragraph 2 of the convention lists such legitimate goals: national security,
public security, economic well-being, protection of health and morals, and protection
of the rights and freedoms of other citizens.

Later, the Convention for the Protection of Persons with Regard to Automatic
Processing of Personal Data® was adopted, in order to extend the protection of the
basic rights and freedoms of individuals, and especially the right to privacy. This
convention provides specific instructions for the legal processing of personal data
(the processing is required to be legal, proportionate, and justified by a legitimate
purpose), which allows under certain circumstances and limitations the protection
of the right to privacy, in order to respect the rights and freedoms of other persons.

The right to privacy, as defined in international documents, is a universally
recognised right that not only binds the international community but also national
legislation, creating fertile ground for the formulation and integration of the first
mechanisms and norms for the protection of citizens’ privacy. Thus the right to
privacy, defined as one of the basic human rights in international sources, is not
limited only to the international scene. In the constitutions of many countries, includ-
ing the Constitution of the Republic of North Macedonia,® a guarantee is provided
for the right to privacy, which confirms it as an important and universal right at the
national level. In the constitution as the highest legal act, in the section dedicated to
human rights and freedoms, protection of the right to privacy is ensured. Thus, in
Article 25, every citizen is guaranteed respect and protection of the privacy of his
personal and family life, dignity, and reputation.

Going deeperinto the very content and concept of the right to privacy, it is clearly
a complex right with no universally accepted definition. However, in the broadest
sense, it represents the right of every individual to live, develop, and realise himself
as a person without illegal interference from the state and other natural and legal
persons. This right, in specific cases, also requires an active role by the state in creat-
ing conditions for its realisation, and providing protection in case of its violation.

7  Guide on article 8 of the European Convention on Human Rights, Rights to respect for private
and family life, home and correspondence, 31 August 2022.

8 The law on the ratification of the Convention for the protection of individuals with Regard to
Automatic Processing of Personal Data (Official Journal - International Agreements 7/2005).

9  Constitution of the Republic of North Macedonia (The decision to promulgate the constitution,
17.11.1991).
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3.
The Right to Privacy in Working Relationships

The right to privacy is a broad concept that includes the protection of individual
freedom and the relationship between the individual and society.’® Hence, in each
legal system and country the content of this right may be defined in different ways,
but its essence remains unchanged. The right to privacy - like other civil-political
rights - aims to protect the private sphere of individuals in relation to the state, but
with the development of working life and the fact that people spend considerable time
at the workplace, a serious question arises about protection of employees privacy.
Today, labour relations are intertwined with the right to privacy where workers are
exposed to various aspects of surveillance, monitoring, and data collection in the
workplace. In this context, balancing workers’ right to privacy with employers’ need
to ensure efficient work and job security becomes a challenge.

To ensure that workers' privacy is protected, many states have enacted laws gov-
erning the collection and use of workers’ personal information, as well as workplace
surveillance and monitoring procedures. In the Macedonian legal system, the Law on
Personal Data Protection takes a central place. This law aims to protect the right to
privacy and other human rights of all citizens. This law, adapted from European leg-
islation, was adopted in February 2020, and enables the state to monitor progress in
the area of personal data protection. It also introduces the standards and principles of
the European Union, specifically the General Data Protection Regulation (GDPR).2In
addition, in 2022 the methodology for harmonising departmental legislation with the
Law on Personal Data Protection was adopted. This methodology ensures consistency
and compliance with the law in the various sectors and departments of the state.
Although this law does not specifically regulate the right to privacy of employees as
such, these provisions are appropriately applied to workers when it comes to protect-
ing the right to privacy and personal data. It is evident that employers automatically
or semi-automatically collect various information about their employees in the

10 Jernej, 2005, p.44.

11 The Law on Personal Data Protection (Official Gazette of the Republic of North Macedonia No.
42/20,294/21),in the following text LPDP.

12 Astechnology advanced and the internet was developed, the European Union (EU) recogni-
sed the necessity for contemporary data protection measures. Subsequently, Europe’s data
protection authority announced the need for a comprehensive approach to personal data
protection within the EU. This initiative led to the revision of the 1995 directive. The General
Data Protection Regulation (GDPR) was implemented in 2016 after receiving approval from
the European Parliament, and starting from May 25, 2018, all organisations were mandated to
ensure compliance with its provisions.
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course of employment, effectively processing personal data.* Consequently, employ-
ers are obligated to adhere to legal requirements for data processing according to
the LPDP: processing must be lawful (based on written consent or another legitimate
and authorised basis); the processing method should be legal; and data should be
proportionate and up to date.

The Law on Labour Relations! sets the foundations of labour relations, however
the legislator did not recognise the need for a more detailed regulation of the issue
related to the right to privacy of workers. The need for a more detailed regulation of
thisissueis often untouched, and the law only briefly mentions it in a few provisions.
The first, Article 43, sets an obligation for the employer to protect and respect the
personality and dignity of the employee, as goods from the sphere of private life.
The second provision, Article 44, establishes the rules for the collection, processing,
use, and delivery of workers’ personal data. This limits the collection and use of the
employee’s personal data only if it is determined by law, or if it is necessary for the
exercise of rights and obligations from the employment relationship or in connection
with the employment relationship. However, these provisions represent principles
rather than clear practical guidelines, therefore the issue of protection of the right to
privacy of workers remains outside the scope of the Law on Labour Relations. There-
fore, the key regulation for analysis when it comes to this issue in the Macedonian
legal system is the Law on Personal Data Protection.

Employee privacy rights are rules that limit the extent to which an employer can
search an employee’s property or person, monitor their activities or conversations, or
obtaininformation about their personal life, especially in the workplace.’* The nature
and extent of protection of these rights have become increasingly important in recent
years, especially with the development of the internet and social media.

Inthisarea, three aspects of the employees’ right to privacy can be distinguished,
from where their protection can be threatened. The first refers to the protection of
personal data, whichis the most frequently discussed aspect in the legal field, as well
as in the theory of labour law.* In addition, the privacy of employees can be defined
by factors related to their private life, especially in the context of establishing and
terminating the employment relationship. Finally, the danger to the privacy of the
employees increases in the sphere of the surveillance carried out by the employer
during the work process.” The greatest danger to the privacy of employees arises

13 Danilovié¢, 2017, p. 170.

14 Law on Labor Relations of the Republic of Macedonia (Official Gazette No. 62/2005; 106/2008;
161/2008;114/2009;130/2009; 149/2009; 50/2010; 52/2010; 124/2010; 47/ 2011; 11/2012; 39/2012;
13/2013;25/2013;170/2013;187/2013;113/2014; 20/2015; 33/2015; 72/2015;129/2015 and 27/2016).

15 Employee Privacy Rights: Everything You Need to Know.

16 Jasarevic, 2016, pp. 263-282.

17 Jovanovié¢ and Bozi¢i¢, 2018, p. 861.
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from the unequal relationship between the employee and the employer. One of the
basic elements of the working relationship is subordination, that is, the existence of
an imbalance of positions in the context of working relationships. Specifically, that
would mean the performance of work tasks by the employee under the authority of
the employer. More precisely, during the exercise of managerial powers, the most
possible danger is the violation of the employee’s privacy. With the development of
technology, the violation of the right to privacy becomes an essential concern in the
workplace, because it provides the employer with various options for managing and
monitoring the work process. However, one form of surveillance attracts particular
attention, and that is video surveillance.’® By using video surveillance, employers
control the work process and workers in real-time. This can be considered an effec-
tive method of monitoring, but it can also be a potential violation of employee privacy,
especially if not applied with appropriate restrictions and legal frameworks.

4.
Video Surveillance

In today'’s fast-paced corporate world — where the need for safety, productivity,
and workplace compliance is paramount - video surveillance has emerged as a
powerful tool for employers. The implementation of video surveillance systems in
the workplace is becoming more and more common, promising increased security,
optimisation of operational processes, and protection of valuable assets. However,
this also raises significant questions about privacy, ethics, and the delicate balance
between protecting organisational interests and respecting the rights and dignity
of employees.

The establishment of video surveillance in the workplace is mainly justified from
the aspect of security - to detect and prevent potential security risks, and to sanction
persons who threaten both the public and private aspects of security. This system was
initially introduced in the public sectorin the 1960s,® and was extended to the private
sphere in the form of business premises, where it reached its full momentum during
the 1990s.2° Bringing this type of surveillance into the workplace raises questions
about its expediency and impact on workers.

The introduction of video surveillance creates a complex situation where legiti-
mate employer interests — such as ensuring a safe working environment and protect-
ing property - conflict with the employee’s right to privacy. In situations where these

18 Ibid.
19 Zarkovih, 2015, p.170.
20 Potokar and Androi¢, 2016, p.150.
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two valid interests collide, and it becomes evident that workplace video surveillance
can infringe upon an employee’s private life,? restrictions on the employer’s super-
visory authority become necessary to safeguard employees’ privacy rights.

Itiscrucial to address several significant principles according to European legis-
lation. Firstly, to establish spatial and temporal constraints in the operation of video
surveillance. Concerning the workplace, the use of video surveillance has no place
within the employer’s premises where the work process is not directly conducted.
When it comesto timelimits, video surveillance should be reserved exclusively for the
duration of the employee’s working hours. This further implies that continuous video
surveillance within the work process is inappropriate. Such limitations are not only
in line with safeguarding employees’ right to privacy, but also relate to the adverse
effects of constant exposure to surveillance on employees’ mental well-being.?

Transparency also represents a fundamental component of permissible video
surveillance. This means that employees must receive written notifications prior to
its establishment.?

The issue of secret video surveillance in the work process is particularly sensi-
tive. Its presence inherently suspends the principle of transparency. It is generally
prohibited, but exceptions exist in specific, exceptional cases, primarily related to
situations where there is reasonable suspicion of criminal activity.?* Before covert
recordingis carried out, a privacy impact assessment should be carried out to ensure
that it is necessary and proportionate to the discovery of criminal activities in the
workplace. Where covert video surveillance is installed to monitor criminal activ-
ity, then it cannot be used for other purposes (for example, to monitor the work of
employees). It is clear that a decision on reasonable suspicion of criminal activity
cannot be left to the employer alone. Employees have a right to privacy, which can
be limited if justified and proportionate to the intended goal. The jurisprudence of
the European Court of Human Rights introduces the concept of ‘reasonably expected
privacy’ to assess the admissibility of employer interference with employees’ private
lives, considering the interests of both parties.?

When it comes to secret video surveillance in the workplace, it is clear that the
decision on its permissibility will depend on the circumstances of each specific case.
This is also the conclusion reached by the European Court, which grappled with

21 This position will be taken by the European Court in the case Képke v. Germany (dec.) - 420/07.

22 Jovanovi¢ and Bozi¢i¢, 2018, p. 864.

23 More about the specific conditions for the introduction of video surveillance in the member
states of the European Union in: Hendrickx, 2001, pp. 110-111.

24 Jovanovi¢ and Bozi¢i¢, 2018, p. 865.

25 Danilovi¢, 2017, p. 176.
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this issue in the case of Kopke v Germany.?® In this case, the court highlighted that
in a scenario where the legitimate interests of the employer and the rights of the
employee are in conflict, the competing interests concerned might well be given a
different weight in the future, having regard to the extent to which intrusions into
private life are made possible by new, more and more sophisticated technologies.

In practice, the introduction of video surveillance requires a thorough legal anal-
ysis to achieve a balance between employer interests and employee rights. Once this
analysis demonstrates the appropriate equilibrium, internal policies, procedures,
and notifications should be established to inform employees of all aspects related to
the processing of personal data through surveillance applications.

Only after completing these steps and ensuring a proper balance between
employer interests and employee rights should the employer consider implementing
video surveillance.

5.
Video Surveillance Installation Under the
Macedonian Legal Framework

As previously mentioned, in the Macedonian legal system the issue of video surveil-
lance in the workplace is not specifically regulated by the Law on Labour Relations.
Also, there is no separate legal act dedicated exclusively to this topic. However, per-
sonal data protection and workplace video surveillance are regulated by the Personal
Data Protection Law. This law ensures the rights of persons to whom personal data
refers, and sets provisions for the collection, processing, and protection of this data.
In the employment relationship, the employer processes the personal data of the
employees to fulfil various purposes. In that relationship the employer has the role
of a controller with all his powers and obligations, and the employee has the role of a
subject of personal data with all their rights. The Law on Personal Data Protection con-
tains provisions that are important for the installation of video surveillance and work
atthe workplace. The provisions of this law define rules for the processing of personal
data, including cases where video surveillance is used for control and security. In the
following, aspects regarding the establishment of video surveillance systems at the
workplace will be considered in accordance with the legal regulations.

26 Kopke v. Germany (dec.) - 420/07. The applicant, a supermarket cashier, was dismissed without
notice for theft, following a covert video surveillance operation carried out by her employer with
the help of a private detective agency. She unsuccessfully challenged her dismissal before the
labor courts.
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5.1. Analysis or Periodic Evaluation of the Objective(s)

Before starting the process for establishing a video surveillance system, the con-
troller - i.e. a natural or legal person, a state authority, a legal person established
by the state for the exercise of public powers, an agency, or another body, which
independently orjointly together with others determines the goals and the method of
personal data processing - is obliged to perform an analysis of the goal - i.e. the goals
for which the video surveillance is established.?” The analysis contains the reasons
for setting up video surveillance with an explanation of the need to fulfil the goal,
as well as a description of movable and immovable objects, i.e. the space that will be
protected by video surveillance.

The analysis must also contain the opinion of the personal data protection offi-
cer.?® Based on the prepared analysis and the opinion received from the personal data
protection officer, the responsible person decides upon the establishment of a video
surveillance system in a separate document.

The controller is obliged to perform a periodic assessment of the results achieved
by the video surveillance system every two years. These especially regard the further
need to use a video surveillance system, the purpose or objectives of video surveil-
lance, and possible technical solutions for replacing the video surveillance system.
From the performed evaluation, the controller must make a report, which is an
integral part of the documentation for the establishment of video surveillance.?

5.2. Defining the Objectives for the Establishment of Video Surveillance

According to the legal provisions, the controller can perform video surveillance on
official or business premises if it is necessary to protect the life and health of people;
to protect property; protect the life and health of employees due to the nature of the
work; or to provide control over entry and exit from official or business premises, for
security purposes.3° The controller can perform video surveillance only on the prem-
isesthat are necessary to achieve specific goals. For example, if the goal is to protect
property or control access from official or business premises, video surveillance
should be limited to the entrance of the building, and not to internal parts such as
kitchens, offices, corridors, meeting rooms, etc. When setting up video surveillance
at the entrance or exit from the facility (the company/state institution), the controller

27 Article 92, paragraph1, LPDP.

28 Rulebook on the content and form of the act on the method of performing video surveillance
(RSM Official Journal, no. 122 of 12.5.2020), article 7 paragraph 3.

29 Article 92, paragraph 3, LPDP.

30 Article90, paragraph1, LPDP.
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should make sure that cameras are directed only to the property of the company/state
institution - i.e, that they are not directed onto public areas, neighbouring facilities,
etc. When setting up video surveillance, it is essential to protect the right to privacy
of all persons, employees, customers, parties, and other subjects of personal data.
Precisely for this reason, the controllers should be especially careful when directing
the cameras and when choosing the locations for video surveillance, to avoid private
rooms such aswardrobes, dressing rooms, sanitary units, and other similar rooms.
Employees should not be under constant video surveillance. The camera should be
placed so that it does not cover the workspace where the employees work. Video
surveillance must not be set up for the purpose of control - i.e. for the purpose of
monitoring the efficiency of employees.

On the one hand, the establishment of video surveillance by the employer has
a legitimate purpose, which is manifested in the need to ensure safety in the work
process, but also in the protection of property. However, even in such situations
video surveillance should be seen as an emergency measure, which should only be
considered if thereis noalternative method less invasive to the privacy of employees.
Concrete measures that could be effective against break-ins and thefts, as well as
video surveillance systems, are the installation of security alarm systems, good light-
ing, use of porters, many security guards, installation of security locks, protective
windows, etc.

To protect the personal data that it collects, processes, and stores, the controller
must take appropriate technical and organisational measures and regulate the way
video surveillance is performed with a special act to prevent possible unauthorised
access to the data.?? This means that only the controller has the right to monitor in
real-time, and in case of an incident review the material. Stored data must be kept
locked, with access available only to the controller.

For performing video surveillance, the controller should prepare a special act
(regulations, policy, procedure) which will regulate in detail the way of performing
video surveillance. This act should describe the system for performing video sur-
veillance, the purpose (i.e. the purposes of personal data processing), categories of
personal sub-flows, technical and organisational measures to ensure the security of
personal data processing, authorised persons for personal data processing, deadlines
for keeping the recordings, the method of reporting and exercising the rights of the
subjects of personal data, technical specification of the equipment, as well as a plan
of where the video surveillance system is set up.33

31 Article90, paragraph 3, LPDP.

32 Rulebook on the content and form of the act on the method of performing video surveillance
(RSM Official Journal, no. 122 of 12.5.2020), Article 9, paragraph 1.

33 The content and form of this act are prescribed by the director of the Agency for the Protection
of Personal Data by adopting a separate bylaw.
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5.3. Obligation for Transparency and Reporting

The law on the protection of personal data introduces the principle of transparency
in the establishment of video surveillance, which means that the subjects of per-
sonal data should be informed in detail about when and how their data is processed.
This includes detailed information about the locations being filmed and the CCTV
reporting — which should be clear, visible, and easily accessible to all stakeholders.34
The notification should contain information about where the video surveillance is
performed, the name/title of the controller who performs the video surveillance, the
way in which information can be obtained, and about where and for how long the
recordings from the video surveillance system are kept.*

The controlleris obliged to inform the employees about performing video surveil-
lance on official or business premises.

5.4. Storage Periods and Obligation to Delete

The recordings made during video surveillance are kept until the objectives for which
itis carried out are met - not longer than 30 days, unless a longer period is provided
by another law. This means that these recordings can be stored for longer than 30
days only if another law provides for a longer period, which includes measures to
protect the rights and freedoms of subjects, but no longer than after the fulfilment of
the goals.?® Video recordings can be stored for a longer period than 30 days when it
is necessary to realise the controller’s legitimate interest in conducting appropriate
procedures in accordance with the law - for which the controller establishes internal
procedures for the method of storing and deleting the recordings.’

Video recordings may not be made available to other people, unless it isnecessary
in a possible evidentiary procedure. For example, the controller may not make the
photos available or sell them to another person.

5.5. The Basic Rights of Employees, or the Subjects of Personal Data

In the act of performing video surveillance, the controller prescribes the method
of exercising the rights of the subjects whose data is processed through the video

34 Article 89, paragraph 3, LPDP.

35 Article 89, paragraph 4, LPDP.

36 Article 89, paragraph 8, LPDP.

37 Rulebook on the content and form of the act on the method of performing video surveillance
(RSM Official Journal, no. 122 0of 12.5.2020), article 11 paragraph 3.
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surveillance system, in order to familiarise them with the method of providing trans-
parentinformation, communication, and the exercise of their rights, information and
access to personal data, as well as the exercise of the right to correction and deletion,
the right to object, and the automated adoption of individual decisions.3®

5.5.1. Right of Access

Employees have the right to confirmation from the controller as to whether their
personal data is being processed.> In the case of real-time monitoring without data
storage, the controller may inform them that no personal data is processed after the
monitoring is completed. If the data processing is still ongoing during the request -
i.e. if the data is stored or continuously processed in any other way - the employee
has first access to the recordings and corresponding information. However, there
are several limitations to the right of access, such as when identification of the indi-
vidualis impossible, or the request is unfounded. In such a case, the controller must
inform the employee about the same. Also, an indefinite number of individuals may
be recorded in the same video surveillance sequence, in which case the controller
should take measures to obscure the faces of the individuals who are not the subject
of the access request.

5.5.2. Right to Erasure

The employee has the right to ask the controller to delete his personal data, while the
controller has the obligation to delete personal data within 30 days from the day of
submitting the request for deletion if one of the following conditions is met: personal
data is not required for the purposes for which they were collected or processed,
whenever consent is withdrawn (and there is no other legal basis for processing); the
employee files an objection to the processing; personal data was illegally processed,;
personal data should be deleted in order to comply with an obligation established by
law that applies to the controller; personal data was collected in connection with the
offer of information society services, in accordance with the legal provisions.*°

38 Ibid, article 13, paragraph 1.
39 Article19, LPDP.
40 Article?21, LPDP.
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5.5.3. Right to Object

For video surveillance based on legitimate interest, or for the need to perform a
task of publicinterest, the subject of personal data has the right to object at any time,
based on a specific situation. Hence, the controller may not carry out further process-
ing of personal data, unless it proves that there are relevant legitimate interests for
processing which prevail over the interests, rights, and freedoms of the subject of
personal data, or for the establishment, exercise, or defence of legal claims.*

6.
Conclusion

Video surveillance and workplace monitoring are on the rise in Macedonia, reflecting
the employer’s managerial authority and the employment relationship’s subordina-
tion dynamics. The powers and rights of the employer, as the owner of the capital,
determine the employment relationship as a relationship of subordination. In this
regard, the right of the employer to organise and control the work of the workers
is recognised, thus exercising legitimate managerial authority. While employers
possess the legitimate authority to oversee their workforce, it is essential to define
the limits of this supervision - especially concerning video surveillance - which can
be the most intrusive form of monitoring and a potential threat to employees’ privacy.
Legal standards, as presented in this paper, establish the parameters within which
this balance should be maintained.

Inthisregard, itis essential to highlight that the legislative framework in Macedo-
nia, concerning the protection of privacy and personal data, aligns with European legal
standards. It is in harmony with the principles established in European legislation. It
outlines the necessary steps and legal requirements for the installation of video sur-
veillance, with a strong focus on respecting the basic principles. The primary purpose
of the provisions on privacy and protection of personal data, in this sense, is toregulate,
limit, and condition the supervision to ensure that when surveillance is already carried
out - which is de facto an invasion of privacy - that invasion is necessary, legal, fair,
transparency and proportionate. The employer must respect the principle of propor-
tionality in relation to the purpose for which the video surveillance is installed.

Itisimportant to note that, in Macedonia, there is still no developed case law that
sets the framework and interprets the legislation in this area. This creates a chal-
lenge and a longer process of development and establishment of standards for video
surveillance and control of workplaces.

41 Article 25, paragraph1, LPDP.
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